
Hal fof us born after 1960 will be told we have cancer at some point in our lives. Vir tu ally
no one will go through life un touched by the dis ease, whether as a su� erer, a sur vivor or
sup porter. So ev ery year, mil lions of us lace up run ning shoes, bake cakes and cul ti vate
mous taches in mem ory of loved ones to raise the cash needed for cancer re search.

But money is not the only crit i cal in gre di ent in de vel op ing new cures. An im por tant
con straint on the pace of progress is the lack of large datasets that con tain valu able in for -
ma tion on how pa tients are re spond ing to di� er ent types of treat ment.

So it is hugely sig ni�  cant that Tessa Jow ell has pledged to make a di� er ent sort of do -
na tion to cancer re search. The for mer cul ture sec re tary has won plau dits for her brav ery in
speak ing out about her ex pe ri ence of su� er ing from an ag gres sive brain tu mour and her
calls for greater col lab o ra tion in the �ght against cancer. She has now an nounced she will
be come the �rst per son to do nate her health records to a new global cancer data base be ing
set up by an Aus tralian phi lan thropist. Cancer re searchers have hailed it a gamechanger: it
will en able them to look at what peo ple re spond ing well to par tic u lar cancer treat ments
have in com mon so as to re �ne and de velop new treat ments.

It might be di�  cult to re call at a time when con cerns about data pri vacy have never
been more height ened, but 10 years ago, big data was be ing talked about as the panacea to
a range of so cial ills. Like nudge the ory, its po ten tial was un ques tion ably over hyped, but
there is no doubt that in re la tion to health care, our per sonal data has not just life-chang -
ing but life sav ing po ten tial. Ob ser va tional data from the real world has paved the way for
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huge med i cal break throughs over the years, in clud ing es tab lish ing the links be tween
thalido mide and birth de fects and be tween smok ing and cancer.

But the power of pa tient data re mains crip plingly un der har nessed as a re sult of pri vacy
con cerns. Five years ago, NHS Eng land an nounced it would be set ting up a sin gle, opt-out
data base – care.data – bring ing to gether mil lions of pa tient records. The data would be
made avail able in “pseudonymised” form (with per sonal in for ma tion such as name and
ad dress re moved) to med i cal re searchers in the pub lic and pri vate sec tors.

There are, how ever, pri vacy risks to such an un der tak ing that can’t be elim i nated. Even
when data is pseudonymised, there’s a small risk peo ple can be iden ti �ed if the in for ma -
tion were matched with data from other datasets, for ex am ple those held by in sur ance
com pa nies. The pub lic ac counts com mit tee said that last year’s NHS ran somware at tack
was made pos si ble by a lack of in vest ment in cybersecurity – which doesn’t in spire con � -
dence.

The NHS sent ev ery house hold a lea�et to ex plain the en deav our that “raised more
ques tions than it an swered”, ac cord ing to the in de pen dent health data guardian. It cer -
tainly wasn’t clear about what sort of safe guards might be adopted to en sure pa tient data
would not get into the wrong hands.

So the re sult ing pub lic out cry was per haps in evitable and re sulted in the whole thing
be ing scrapped a cou ple of years ago. The tragic price? Po ten tial de lays to med i cal ad -
vances that could help us �nd new cures for dis eases such as de men tia and cancer.

To day, we are awash with ex am ples of how our per sonal data could po ten tially be put to
ma lign use. In sur ers would love to get their hands on our health data so they can charge us
pre mi ums based on how likely we are to be come ill. A so cial me dia gi ant such as Face book
is able to use the mas sive amounts of data it holds on us, in clud ing our likes, our pri vate
mes sages and our read ing habits, to try to pre dict how we will re act to com mer cial and po -
lit i cal ad ver tis ing and push us tar geted mar ket ing ac cord ingly – a ca pa bil ity its devel op ers
are con tin u ously hon ing.

And com pa nies can use data to evade reg u la tion and help them to break the law. The
New York Times last year re vealed how Uber had been us ing pas sen ger data to sys tem at i -
cally de ceive lo cal law en force ment o�  cials.

Too of ten, data ex perts throw up their hands at the way in which we ap par ently un der -
value the pri vacy of our per sonal data. The saga over care.data shows us how far from the
truth this is: peo ple can get very an i mated about the pri vacy of our data when we don’t
trust the peo ple charged with keep ing it safe and the ben e �ts are ei ther poorly ex plained or
feel ob tuse or too far into the fu ture.

But there is a tragic asym me try in our re sponse to care.data and to the big tech com pa -
nies.

Rev e la tions about the reams of per sonal data that Face book and Google hold about us,
in clud ing which events in your cal en dar you ac tu ally at tended and which apps you use and
when, haven’t re sulted in masses of peo ple clos ing their ac counts. We seem to be less an -
guished about un der-reg u lated, global tech giants hold ing deeply per sonal in for ma tion
about us than an arm’s-length NHS body.



That asym me try isn’t sur pris ing – it’s just yet an other prod uct of our ir ra tional ity. We
trade away our data for short-term ben e �ts such as the con ve nience of an app, but the
risks make us more re luc tant to hand it over in ser vice of long-term col lec tive ben e �ts
such as im proved med i cal care and new cures for dis eases.

If we are to beat dis eases such as cancer and de men tia, that ir ra tional ity is some thing
we need to over come. Tessa Jow ell has taken the �rst step. Hope fully some of us will fol -
low. Per haps in 10 years’ time, we’ll see peo ple run ning races and bak ing cakes ask ing not
just for cash spon sor ship – but for friends and fam ily to do nate their health data.


