
The voice-ac ti vated gad get in the cor ner of your bed room sud denly laughs ma ni a cally and
sends a record ing of your pil low talk to a col league. The clip of Peppa Pig your tod dler is
watch ing on YouTube un ex pect edly une de scends into blood let ting and death. deat The so -
cial net work you use to keep in touch with old school friends turns out to be in �u enc ing
elec tions elec and fo ment ing coups.

Some thing So strange has hap pened to our way of think ing thin – and as a re sult, even
stranger things are hap pen ing happ to the world. We have come to be lieve that ev ery thing
is com putable and can be re solved by the th ap pli ca tion of new tech nolo gies. But these
tech nolo gies tech are not neu tral fa cil i ta tors: they em body emb our pol i tics and bi ases,
they ex tend be yond the boundaries b of na tions and le gal ju ris dic tions and in creas ingly
ex ceed the un der stand ing of even their cre ators. As a re sult, we un der stand less and less
about the world as these pow er ful tech nolo gies as sume assu more con trol over our ev ery -
day lives.
Across A the sciences and so ci ety, in pol i tics and ed u ca tion, in war fare and com merce, new
tech nolo gies tech are not merely aug ment ing our abil i ties, abili they are ac tively shap ing
and direct ing them, them for bet ter and for worse. If we do not un der stand und how com -
plex tech nolo gies func tion then their po ten tial is more eas ily cap tured by sel� sh elites
elite and cor po ra tions. The re sults of this can be seen all around us. There is a causal re la -

Has tech nol ogy evolved be yond our con trol?

Slave to the algorithm

The Guardian Weekly · 22 giugno 2018 · By James Bri dle



tion ship be tween betw the com plex opac ity of the sys tems we en counter enco ev ery day
and global is sues of in equal ity, vi o lence, vi ole pop ulism and fun da men tal ism.
In stead In of a utopian fu ture in which tech no log i cal ad vance ment adva casts a daz zling,
eman ci pa tory light on the world, we seem to be en ter ing a new dark age char ac terised by
ever more bizarre and un fore seen unfo events. The En light en ment ideal of dis tribut ing
distr more in for ma tion ever more widely has not led us to greater un der stand ing and
grow ing grow peace, but in stead seems to be fos ter ing so cial soci di vi sions, dis trust, con -
spir acy the o ries and post-fac tual pol i tics. To un der stand what is hap pen ing, happ it’s nec -
es sary to un der stand how our tech nolo gies tech have come to be, and how we have come
com to place so much faith in them.
In the 1950s, a new sym bol be gan to creep into the di a grams diag drawn by elec tri cal engi -
neers to de scribe the sys tems s they built: a fuzzy cir cle, or a pu� ball, or a thought t bub -
ble. Even tu ally, its form set tled into the shape s of a cloud. What ever the en gi neer was
work ing work on, it could con nect to this cloud, and that’s all you y needed to know. The
other cloud could be a power pow sys tem, or a data exchange, or an other net work of com -
put ers. What ever. It didn’t mat ter. The cloud clou was a way of re duc ing com plex ity; it al -
lowed you to fo cus on the is sues at hand. Over time, as net works netw grew larger and
more in ter con nected, the cloud clou be came more im por tant. It be came a busi ness buzz -
word buzz and a sell ing point. It be came more than engi neer ing engi short hand; it be came
a metaphor.
To day T the cloud is the cen tral metaphor of the in ter net: in ter a global sys tem of great
power and en ergy that nev er the less re tains the aura of some- ome thing thin nu mi nous,
al most im pos si ble to grasp. rasp. We work w in it; we store and re trieve stu� from it; it is
some thing we ex pe ri ence all the e time with out with re ally un der stand ing what it is. s. But
there’s ther a prob lem with this metaphor: the he cloud clou is not some mag i cal far away
place, ce, made mad of wa ter vapour and ra dio waves, es, where whe ev ery thing just works.
It is a physi- sical in fra struc ture in con sist ing of phone lines, nes, � bre op tics, satel lites,
ca bles on the ocean n �oor, and vast ware houses �lled with com put ers, which con sume
huge amounts of wa ter and en ergy. Ab sorbed into the cloud are many of the pre vi ously
weighty ed i �ces of the civic sphere: the places where we shop, bank, so cialise, bor row
books and vote. Thus ob scured, they are ren dered less vis i ble and less amenable to cri -
tique, in ves ti ga tion, preser va tion and reg u la tion.
Over the last few decades, trad ing �oors around the world have fallen silent, as peo ple are
re placed by banks of com put ers that trade au to mat i cally. Digi ti sa tion meant that trades
could hap pen faster and faster. HighFre quency Trad ing (HFT) al go rithms, de signed by
for mer physics PhD stu dents to take ad van tage of mil lisec ond ad van tages, en tered the
mar ket, and traders gave them names such as The Knife. These al go rithms were ca pa ble of
ek ing out frac tions of a cent on ev ery trade, and they could do it mil lions of times a day.
Yet some thing deeply weird is oc cur ring within these mas sively ac cel er ated, opaque mar -
kets. On 6 May 2010, the Dow Jones opened lower than the pre vi ous day, fall ing slowly over
the next few hours in re sponse to the debt cri sis in Greece. But at 2.42pm, the in dex started
to fall rapidly. In less than �ve min utes, more than 600 points were wiped o� the mar ket.
At its low est point, the in dex was nearly 1,000 points be low the pre vi ous day’s av er age, a



di� er ence of al most 10% of its to tal value and the big gest sin gle-day fall in the mar ket’s
his tory. By 3.07pm, in just 25 min utes, it re cov ered al most all of those 600 points, in the
largest and fastest swing ever.
In the chaos of those 25 min utes, 2bn shares, worth $56bn, changed hands. Even more
wor ry ingly, many or ders were ex e cuted at what the Se cu ri ties and Exchange Com mis sion
called “ir ra tional prices”: as low as a penny, or as high as $100,000. The event be came
known as the “�ash crash”, and it is still be ing in ves ti gated and ar gued over years later.
One re port by reg u la tors found that highfre quency traders ex ac er bated the price swings.
Among the var i ous HFT pro grams, many had hard-coded sell points: prices at which they
were pro grammed to sell their stocks im me di ately. As prices started to fall, groups of pro -
grams were trig gered to sell at the same time. As each way point was passed, the sub se -
quent price fall trig gered an other anot set of al go rithms to au to mat i cally sell their stocks,
pro duc ing a feed back e� ect. As a re sult, prices fell faster than any hu man trader trad could
re act to. While ex pe ri enced mar ket mar play ers might have been able to sta bilise s the
crash by play ing a longer game, the t ma chines, faced with un cer tainty, got g out as quickly
as pos si ble.
Flash crashes are now a recog nised fea ture fe of aug mented mar kets, but are still poorly
un der stood. u In Oc to ber 2016, al go rithms re acted to neg a tive news head lines about Brexit
ne go ti a tions by send ing the pound down 6% against the dol lar in un der two min utes, be -
fore re cov er ing al most im me di ately. Know ing which par tic u lar head line, or which par tic u -
lar al go rithm, caused the crash is next to im pos si ble. When one hay wire al go rithm started
plac ing and can celling or ders that ate up 4% of all tra� c in US stocks in Oc to ber 2012, one
com men ta tor was moved to com ment wryly that “the mo tive of the al go rithm is still un -
clear”.
At 1.07pm on 23 April 2013 As so ci ated Press sent a tweet to its 2 mil lion fol low ers: “Break -
ing: Two Ex plo sions in the White House and Barack Obama is in jured.” The mes sage was
the re sult of a hack later claimed by the Syr ian Elec tronic Army, a group a� l i ated to Syr ian
pres i dent Bashar al-As sad. AP and other jour nal ists quickly �ooded the site with alerts
that the mes sage was false. The al go rithms fol low ing break ing news sto ries had no such
dis cern ment, how ever. At 1.08pm, the Dow Jones went into a nose dive. Be fore most hu man
view ers had even seen the tweet, the in dex had fallen 150 points in un der two min utes, and
bounced back to its ear lier value. In that time, it erased $136bn in eq uity mar ket value.
Com pu ta tion is in creas ingly lay ered across, and hid den within, ev ery ob ject in our lives,
and with its ex pan sion comes an in crease in opac ity and un pre dictabil ity. One of the touted
ben e �ts of Sam sung’s line of “smart fridges” in 2015 was their in te gra tion with Google’s
cal en dar ser vices, al low ing own ers to sched ule gro cery de liv er ies from the kitchen. It also
meant that hack ers who gained ac cess to the then in ad e quately se cured ma chines could
read their owner’s Gmail pass words. Re searchers in Ger many dis cov ered a way to in sert
ma li cious code into Philips’s wi�-en abled Hue light bulbs, which could spread from �x ture
to �x ture through out a building or even a city, turn ing the lights rapidly on and o� and –
in one pos si ble sce nario – trig ger ing pho to sen si tive epilepsy. This is the ap proach
favoured by By ron the Bulb in Thomas Pyn chon’s Grav ity’s Rain bow, an act of grand re volt



by the lit tle ma chines against the tyranny of their mak ers. Once-�c tional pos si bil i ties for
tech no log i cal vi o lence are be ing re alised by the In ter net of Things.
In Kim Stan ley Robin son’s novel Aurora, an in tel li gent space craft car ries a hu man crew
from Earth to a dis tant star. The jour ney will take mul ti ple life times, so one of the ship’s
jobs is to en sure that the hu mans look af ter them selves. When their frag ile so ci ety breaks
down, threat en ing the mis sion, the ship de ploys safety sys tems as a means of con trol: it is
able to see ev ery where
The cloud is the cen tral metaphor of the in ter net: ter net: a global sys tem of great power
and en ergy, al most im pos si ble to grasp
through sen sors, open or seal doors at will, speak so loudly through its com mu ni ca tions
equip ment that it causes phys i cal pain, and use �re sup pres sion sys tems to draw down the
level of oxy gen in a par tic u lar space.
This is roughly the same suite of op er a tions avail able now from Google Home and its part -
ners: a net work of in ter net-con nected cam eras for home se cu rity, smart locks on doors, a
ther mo stat ca pa ble of rais ing and low er ing the tem per a ture in in di vid ual rooms, and a �re
and in truder de tec tion sys tem that emits a pierc ing emer gency alarm. Any suc cess ful
hacker would have the same pow ers as the Aurora does over its crew, or By ron over his
hated masters.
Be fore dis miss ing such sce nar ios as the fever dreams of science �c tion writ ers, con sider
again the rogue al go rithms in the stock ex changes. These are not iso lated events, but ev -
ery day oc cur rences within com plex sys tems. The ques tion then be comes, what would a
rogue al go rithm or a �ash crash look like in the wider re al ity?
Would it look, for ex am ple, like Mi rai, a piece of soft ware that brought down large por tions
of the in ter net for sev eral hours on 21 Oc to ber 2016? When re searchers dug into Mi rai, they
dis cov ered it tar gets poorly se cured in ter net con nected de vices – from se cu rity cam eras to
dig i tal video recorders – and turns them into an army of bots. In just a few weeks, Mi rai
in fected half a mil lion de vices, and it needed just 10% of that ca pac ity to crip ple ma jor net -
works for hours.
Mi rai, in fact, looks like noth ing so much as Stuxnet, an other virus dis cov ered within the
in dus trial con trol sys tems of hy dro elec tric plants and fac tory assem bly lines in 2010.
Stuxnet was a mil i tary- grade cy ber weapon; when dis sected, it was found to be aimed
speci�  cally at Siemens cen trifuges, and de signed to go o� when it en coun tered a fa cil ity
that pos sessed a par tic u lar num ber of such ma chines. That num ber cor re sponded with one
par tic u lar fa cil ity: the Natanz nu clear fa cil ity in Iran. When ac ti vated, the pro gram would
qui etly de grade cru cial com po nents of the cen trifuges, caus ing them to break down and
dis rupt the Ira nian en rich ment pro gramme.
The attack was ap par ently par tially suc cess ful, but the e� ect on other in fected fa cil i ties is
un known. To this day, de spite ob vi ous sus pi cions, no body knows where Stuxnet came
from, or who made it. No body knows for cer tain who de vel oped Mi rai, either, or where its
next it er a tion might come from, but it might be there, right now, breed ing in the CCTV
cam era in your o� ce, or the wi�-en abled ket tle in the cor ner of your kitchen.
Or per haps the crash will look like a string of block buster movies pan der ing to rightwing
con spir a cies and sur vival ist fan tasies, from quasi fas cist su per heroes (Cap tain Amer ica and



the Bat man se ries) to jus ti � ca tions of tor ture and as sas si na tion (Zero Dark Thirty,
American Sniper). In Hol ly wood, stu dios run their scripts through the neu ral net works of a
com pany called Ep a gogix, a sys tem trained on the un stated pref er ences of mil lions of
movie go ers de vel oped over decades in or der to pre dict which lines will push the right –
mean ing the most lu cra tive – emo tional but tons. Al go rith mic en gines en hanced with data
from Net �ix, Hulu, YouTube and oth ers, with ac cess to the minute-by-minute pref er ences
of mil lions of video watch ers ac quire a level of cog ni tive in sight un dreamed of by pre vi ous
regimes. Feed ing di rectly on the fraz zled, binge-watch ing de sires of news-sat u rated con -
sumers, the net work turns on it self, re �ect ing, re in forc ing and height en ing the para noia
in her ent in the sys tem.
Game developers en ter end less cy cles of up dates and in-app pur chases di rected by test ing
in ter faces and real-time mon i tor ing of play ers’ be hav iours. They could have such a �ne-
grained grasp of dopamine-pro duc ing neu ral path ways that teenagers would die of ex -
haus tion in front of their com put ers, un able to tear them selves away.
Or per haps the �ash crash will look like lit eral night mares broad cast across the net work
for all to see? In the sum mer of 2015, the sleep dis or ders clinic of an Athens hospi tal was
busier than it had ever been: the coun try’s debt cri sis was in its most tur bu lent pe riod.
Among the patients were top politi cians and civil ser vants, but the ma chines they spent
the nights hooked up to, mon i tor ing their breath ing, their move ments, even the things
they said out loud in their sleep, were send ing that in for ma tion, to gether with their per -
sonal med i cal de tails, back to the man u fac tur ers’ di ag nos tic data farms in north ern
Europe. What whis pers might es cape from such fa cil i ties?
We are able to record ev ery as pect of our daily lives by at tach ing tech nol ogy to the sur face
of our bod ies. Smart bracelets and smart phone apps with in te grated step coun ters and gal -
vanic skin re sponse mon i tors track not only our lo ca tion, but ev ery breath and heart beat,
even the pat terns of our brain waves. Users are en cour aged to lay their phones be side them
on their beds at night, so that their sleep pat terns can be recorded. Where does all this data
go, who owns it, and when might it come out? Data on our dreams, our night ter rors and
early morn ing sweat ing jags, the very sub stance of our un con scious selves, turn into more
fuel for sys tems both pi ti less and in scrutable.
Or per haps the �ash crash in re al ity looks ex actly like ev ery thing we are ex pe ri enc ing right
now: ris ing eco nomic in equal ity, the break down of
Video game developers could have such a �ne grasp of neu ral path ways that teenagers
would be un able to tear them selves away
the na tion-state and the mil i tari sa tion of borders, to tal is ing global sur veil lance and the
cur tail ment of in di vid ual free doms, the tri umph of transna tional cor po ra tions and neu -
rocog ni tive cap i tal ism, the rise of far-right groups and na tivist ide olo gies, and the degra -
da tion of the nat u ral en vi ron ment. None of these are the direct re sult of novel tech nolo -
gies, but all of them are the prod uct of a gen eral in abil ity to per ceive the wider, net worked
e� ects of in di vid ual and cor po rate ac tions ac cel er ated by opaque, tech no log i cally aug -
mented com plex ity.
In New York in 1997, world chess cham pion Garry Kas parov faced o� for the sec ond time
against Deep Blue, a com puter spe cially de signed by IBM to beat him. When he lost, he



claimed some of Deep Blue’s moves were so in tel li gent and cre ative that they must have
been the re sult of hu man in ter ven tion. But we un der stand why Deep Blue made those
moves: its process for se lect ing them was ul ti mately one of brute force, a mas sively par al -
lel ar chi tec ture of cus tom-de signed chess chips, ca pa ble of analysing 200m board po si -
tions per sec ond. Kas parov was not out-thought, merely out gunned.
By the time the Google Brain–pow ered Al phaGo soft ware took on the Korean pro fes sional
Go player Lee Sedol in 2016, some thing had changed. In the sec ond of �ve games, Al phaGo
played a move that stunned Sedol, plac ing one of its stones on the far side of the board.
“That’s a very strange move,” said one com men ta tor. “I thought it was a mis take,” said
an other. Fan Hui, a sea soned Go player who had been the �rst pro fes sional to lose to the
ma chine six months ear lier, said: “It’s not a hu man move. I’ve never seen a hu man play
this move.”
Al phaGo went on to win the game, and the se ries. Al phaGo’s engi neers de vel oped its soft -
ware by feed ing a neu ral net work mil lions of moves by ex pert Go play ers, and then get ting
it to play it self mil lions of times more, de vel op ing strate gies that out stripped those of hu -
man play ers. But its own rep re sen ta tion of those strate gies is il leg i ble: we can see the
moves it made, but not how it de cided to make them.
The late Iain M Banks called the place where these moves oc curred “In � nite Fun Space”. In
Banks’s SF nov els, his Cul ture civil i sa tion is ad min is tered by benev o lent, su per in tel li gent
AIs called sim ply Minds. While the Minds were orig i nally cre ated by hu mans, they have
long since re designed and re built them selves and be come allpow er ful. Be tween con trol ling
ships and plan ets, direct ing wars and car ing for bil lions of hu mans, the Minds also take up
their own plea sures. Ca pa ble of sim u lat ing en tire uni verses within their imag i na tions,
some Minds re treat for ever into In � nite Fun Space, a realm of meta-math e mat i cal pos si -
bil ity, ac ces si ble only to su per hu man ar ti � cial in tel li gences.
Many of us are fa mil iar with Google Trans late, which was launched in 2006, us ing a tech -
nique called sta tis ti cal lan guage in fer ence. Rather than try ing to un der stand how lan -
guages ac tu ally worked, the sys tem im bibed vast cor pora of ex ist ing trans la tions: par al lel
texts with the same con tent in di� er ent lan guages. By sim ply map ping words on to one
an other, it re moved hu man un der stand ing from the equa tion and re placed it with data-
driven cor re la tion.
Trans late was known for its hu mor ous er rors, but in 2016, the sys tem started us ing a neu -
ral net work de vel oped by Google Brain, and its abil i ties im proved ex po nen tially. Rather
than sim ply cross ref er enc ing heaps of texts, the net work builds its own model of the
world, and the re sult is not a set of two-di men sional con nec tions be tween words, but a
map of the en tire ter ri tory. In this new ar chi tec ture, words are en coded by their dis tance
from one an other in a mesh of mean ing – a mesh only a
com puter could com pre hend.
While a hu man can draw a line be tween the words “tank” and “wa ter” eas ily enough, it
quickly be comes im pos si ble to draw on a sin gle map the lines be tween “tank” and “revo -
lu tion”, be tween “wa ter” and “liq uid ity”, and all of the emo tions and in fer ences that cas -
cade from those con nec tions. The map is thus mul ti di men sional, ex tend ing in more di rec -
tions than the hu man mind can hold. As one Google en gi neer com mented, when pur sued



by a jour nal ist for an im age of such a sys tem: “I do not gen er ally like try ing to visu alise
thou sand-di men sional vec tors in three-di men sional space.” This is the un see able space in
which ma chine learn ing makes its mean ing. Be yond that which we are in ca pable of vi su al -
is ing is that which we are in ca pable of even un der stand ing.
In the same year, other re searchers at Google Brain set up three net works called Alice, Bob
and Eve. Their task was to learn how to en crypt in for ma tion. Alice and Bob both knew a
num ber – a key, in cryp to graphic terms – that was un known to Eve. Alice would per form
some op er a tion on a string of text, and then send it to Bob and Eve. If Bob could decode the
mes sage, Alice’s score in creased; but if Eve could, Alice’s score de creased.
Over thou sands of it er a tions, Alice and Bob learned to com mu ni cate with out Eve break ing
their code: they de vel oped a pri vate form of en cryp tion like that used in pri vate emails to -
day. But cru cially, we don’t un der stand how this en cryp tion works. Its op er a tion is oc -
cluded by the deep lay ers of the net work. What is hid den from Eve is also hid den from us.
The ma chines are learn ing to keep their se crets.
How we un der stand and think of our place in the world, and our re la tion to one an other
and to ma chines, will ul ti mately de cide where our tech nolo gies will take us. We can not un -
think the net work; we can only think through and within it. The tech nolo gies that in form
and shape our present per cep tions of re al ity are not go ing to go away, and in many cases
we should not wish them to. Our cur rent life sup port sys tems on a planet of 7.5 bil lion peo -
ple and ris ing de pend on them. Our un der stand ing of those sys tems, and of the con scious
choices we make in their de sign, re main en tirely within our ca pa bil i ties. We are not pow -
er less, not with out agency. We only have to think, and think again, and keep think ing. The
net work – us and our ma chines and the things we think and dis cover to gether – de mands
it.
When Garry Kas parov was de feated back in 1997, he didn’t give up the game. A year later,
he re turned to com pet i tive play with a new for mat: ad vanced, or cen taur, chess. In ad -
vanced chess, hu mans part ner, rather than com pete, with ma chines. And it rapidly be came
clear that some thing very in ter est ing re sulted from this ap proach. While even a mi dlevel
chess com puter can to day wipe the �oor with most grand mas ters, an av er age player paired
with an av er age com puter is ca pa ble of beat ing the most so phis ti cated su per com puter –
and the play that re sults from this com bi na tion of ways of think ing has rev o lu tionised the
game. It re mains to be seen whether co op er a tion is pos si ble – or will be per mit ted – with
the kinds of com plex ma chines and sys tems of gov er nance now be ing de vel oped, but un -
der stand ing and think ing to gether o� er a more hope ful path for ward than ob fus ca tion and
dom i nance.
Our tech nolo gies are ex ten sions of our selves, cod i �ed in ma chines and in fra struc tures, in
frame works of knowl edge and ac tion. Com put ers are not here to give us all the an swers,
but to al low us to put new ques tions, in new ways, to the uni verse.


